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1. Creating E-mail Account in Microsoft Outlook

To configure email account setting in Microsoft Outlook:

1. Goto Menu bar and select the Tools then scroll down to Email Account button.

2. Click the New button under the E-mail tab.

Account Settings @

E-mail Accounts

Selected e-mail account delivers new e-mail messages ta the following location:

Change Falder | Personal Folders\Inbox

‘fou can add or remove an account. You can select an account and change its settings.

o New... ‘3 Repair... 2 Change... & W Remove + &
Name Type
paop.internal . myantel.net.mm POPfSMTP (send from this account by default)

in data flle C:\Documents and Settings\Administrator\,.. {Duflodk\Outiook.pst

I | Data Files | RSS Feeds | shareraint Lists || Internet Calendars || Pubished Calendars | Address Books |

3. You will see Auto Acount setup status window and Mark Manually configure server

settings or additional server types, from left bottom.

4. Click Next button.

Add New E-mail Account

Auto Account Setup

Your Name: {

E-mail Address: |

ssword: [

Retype Password: ‘

[w]Manually confiqure server settings or additional server types:

[ < Back ][ Next > JI Cancel l
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5. Check Internet E-mail tab from Choose E-mail Service status window from Add New E-mail
Account.
6. After choosing E-mail service click Next button.

Add New E-mail Account

Choose E-mail Service

Connect to your POP, IMAP, or HTTP server to send and receive e-mail messages.
() Microsoft Exchange
Connect to Microsoft Exchange for access to your e-mail, calendar, contacts, faxes and voice mail.

C Other

Connect to a server type shown below.

[_<Ea|:k ][ Next > J [ Cancel J

7. Type user name and password now you need to type mail server numbers.
These numbers can be change (Red mark) then Click Next button.

Add New E-mail Account &]

Internet E-mail Settings
Each of these sattings are required to get your e-mad account working.

User Information Test Account Settings

Your Name: [operatingea ] After filing out the information on this screen, we
— recommend you test your account by clicking the

E-mail Address: |operatingca@myanmar.com.r button below, (Requires network connection)

Test Account Settngs .., |

Account Type:

Incoming mail server;

Qutgoing mail server (SMTP):

User Name: |operatingca

Password: | — =

[[JReguire lagon using Secure Password Authentication (SPA)

[ <ok )| next> | [ concel |
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8. Click Next button. Then you will see Finished Wizard and Click Finish.

Add New E-mail Account

Congratulations!

You have successfully entered all the information requred o setup your
accourt,

To dose the wizard, dick Finish,

9.  After configuring your email account setting you will see the following dialog and click
Close button.

Account Settings E

E-mail Accounts
‘You can add or remowe an account. You can select an account and change its settings.

ata Files | RSS Feeds | SharePoint Lists | Internet Calendars || Published Calendars | Address Books

g New... Ferepar.. i Change.. (@ SetasDefaut XRemove # &

Mame Type
operatingca @myanmar, com.mm POP/SMTP

Selected e-mai account delivers new e-mail messages to the following lacation:

Change Eolder | Personal Folders\Inbox

in data file C:\Documents and Settings\Administrator\... \Outiook\Outiook.pst

Close

2. Certificate Installation.

To use digital ID in your system, you need to install 3 certificate files as follow;
1. Subscriber/User Certificate Installation (.PFX) File

2. Certification Authority (.CER) File

3. Root Certification Authority (.CER) File as provided by the CA.

Page | 5



2.1 Subscriber/ User certificate installation
1. Click your certificate (.pfx) file.
2. You will see Certificate Import Wizard window and click Next button.

3. Specify the file you want to import by click Browse button and choose your file, click
Next button.

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Motes Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 7 Certificates {.P7B)
Microsoft Serialized Certificate Store [L55T)

[ < Back ][ Mext = ]I_ Cancel J

4. To maintain security, the private key was protected with a password. Type the password
for the private key.

5. Mark all Check boxes and click Next button.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

B

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

[ < Back " Next > I[ Cancel
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6. Select Place all Certificate in the following store button & click Browse button.

Certificate Import Wizard le

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store
Certificate store:
‘ \ l Browse... I

[ < Back " Next > ][ Cancel

7. Select the Personal Folder and click OK button and then click Next button in
Certificate Import Wizard window.

Certificate Import Wizard
-
Select Certificate Store

Select the certificate store you want to use, tes are kept.

| CI [, or you can spedify a location for
{23 Trusted Root Certification Authorities

(3 enterprise Trust - || Jed on the type of certificate
(2] Intermediate Certification Authorities

{1 Trusted Publishers
770 1imtr ietad Fartificatac

o

‘ [ Browse... ]

[J show physical stores

[ ok

[ < Back ][ Next > ][ Cancel ]
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8. If you have successfully completed the Certificate Import Wizard,
click Finish button.

Certificate Import Wizard

Completing the Certificate Import

Wizard
You have successfully completed the Certificate Import

wizard.

You have specified the following settings:
Certificate Store Selected by User Personal
Content Certificate

[ < Back ]I Finish I[ Cancel

9. After completing the certificate Import Wizard, you need to import a new private
exchange key. You can set security level (High or Medium). Click Set Security Level
from importing a new private exchange key dialog.

Importing a new private exchange key @

An application is creating & Protected item.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level... I

t OK j[ Cancel ][ Details... ]
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10. Select High check box. (If you want to set High security level) and then click Next
button.

Importing a new private exchange key
Choose a securty level appropriate for this item.

Fleduest my pemission with a password when this
item is to be used.

O Medium
Request my pemission when this item is to be used.

11. Then Importing a new private exchange key wizard dialog will appear. Type
Password and Confirm: Password then click Finish.

Importing a new private exchange key @

Create a password to protect this item.

Create a new password for this item.
Passwordfor:  |CryptoAPI Private Key |

Password: ioooooo [

Corfim: Ioooooo [

[ < Back ][ Fiish | ] Cancel ]

12.  Click OK button from the Certificate Import Wizard dialog. You are about to Finish
the Certificate installation.

-
1 ) The import was successful,

oK
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You can set Medium security level too:-
10.  Select the Medium button and Click Next button.
(If you want to set Medium security level)

Importing a new private exchange key

Choose a security level appropriate for this tem.

OHgh
Request my pemission with @ password when this
item s to be used.

® Medium
Request my pemission when this item is to be used.

11. To complete the wizard click Finish button.

Importing a new private exchange key ['X.

You have set your security level to medium.

A dialog will prompt for your permission when this
tem is to be used.

< Back “ Finish |[ Cancel

12. Click OK button and you Finish Certificate installation.

-
1 ) The import was successful,

oK
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2.2 CA certificate Installation (.CER)
Second step is to install CA certificate (MET.cer) file.
1. Click require (MET.cer) file.
2. Click Install Certificate button.

General | Details || Certification Path |

Certificate Information

This certificate is intended for the following purpose(s):

*Encures the identity of a remote computer A
*Proves your identity to a remote computer

#Ensures software came from software publisher

«Protecte coftware from alteration after publication

+Protects e-mail messages

+Allows data to be signed with the current time A

Issued to: MET

Issued by: myanmar infotech rootca

valid from 3/2/2009 to 3/9/2012

Install Certificate. ..

3. Select Place all Certificate in the following store button from Certificate Import
Wizard and then click Browse button.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certficates are kept.

Windows can automatically select a certificate store, or you can specify a location for
O Automatically select the certificate store based on the type of certificate
(9 Place all certificates in the folowing store

Certificate store:
| ‘ [ Browse...

< Back ][ Next > Il Cancel
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4. Select the Intermediate Certification Authorities text and click OK button and
then click Next button in Certificate Store status window.

tes are kept.

Select the certificate store you want to use,

I:I Personal e e, or you can specify a location for
[Z3 Trusted Root Certification Authorities J

3 Enterprise Trust ed on the type of certificate

(B8 | Intermediate Certification Authorities

[Z3 Trusted Publishers
[Z3 | Intricted Certifiratee

b
E: |

| l Browse...

[[]Showe physical stores

OK ] [ Cancel ]

< Back ][ Mext = ] [ Cancel

5. And you will see again Certificate Store status window, Click Next button, then
Import wizard is complete click Finish button.

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
You have specified the following settings:

Certificate Store Selected by User Intermediate Certifics
Content Certificate

r < Back ]L Finish ] [ Cancel ]

6. Click OK button and then your installation is completed.

-
1 ) The import was successful.

oc ]
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2.3 Root certificate Installation (.Cer) File
Third step is to install Root CA certificate (.cer) file.
1. Click require (Myanmar Info Tech Rootca .cer) file.
2. Click Install Certificate button and click Next button.

Certificate &2t

General |5eta|hs. | Certification Path |

$§ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: myanmar infotech rootca

Issued by: myanmar infotech rootca

valid from 3/10/2009 to 3/10/2014

Install Certificate...| | Issuer Statement

3. Select Place all Certificate in the following store button and click Browse
button. After seeing the Select Certificate Store, choose Trusted Root
Certification Authorities Folder

Certificate Import Wizard
:
Select Certificate Store

Select the certificate store you want to use, tes are kept.
@ Personal . . 2 e, or you can specify a location for
(B8 ] Trusted Roat Certification Authorities |
({3 enterprise Trust | Jedon the type of certificate

(0 Intermediate Certification Authorities
{21 Trusted Publishers
[T 1 intrictad Cartificatee

-< —>— L [l Browse. .. I

[Jshow physical stores

| o« ]| cancel |

[ < Back ][ Next > ][ Cancel ]
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4. And you will see again Certificate Store status window, click Next button.

Certificate Import Wizard x)

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
(O Automatically select the certificate store based on the type of certificate
(3) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

< Back ]l Next > ][ Cancel ]

5. The Certificate Import wizard is completed by clicking Finish button.

Certificate Import Wizard 3]

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have specified the following settings:

Certificate Store Selected by User Trusted Root Certific
Content Certificate

[ < Back ][ Finish I[ Cancel ]

1) Theimport was successful,

OK
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2.4 Get Digital ID
2.4.1  Downloading and Import a Digital ID

You can also search public directory for someone’s Digital ID, download the ID, and

import it to your address book. To search for someone’s Digital ID in public directory:

1. Visit http://www.yatanarponca.com.mmand follow the instructions to search for, select
and download a Digital ID.

2. When the browser asks to choose the format for downloading, select “someone’s
Digital ID” for Microsoft IE (4.0 or later) / Outlook Express/Window Live Mail (Vista)
/ Microsoft Outlook (2003/2007).

3. Click the Download button and save the certificate to a file on your PC.

2.5 Import Digital ID to Contacts
To import a downloaded Digital ID into your address book:
1. Open Microsoft Outlook and in the Menu bar, click Go button and scroll down to
Contacts button.
2. Select New, type the required data in the text boxes.

3. After filling the required information click the Certificate button A

Ony d 2 = test ca - Contact ).
a5 1
< | Contact | Inset  Foma t Tect |
| 1 - [ =y -
gy Save & Mew - o 8-l B - H Aszign Ti o e = )
H 8al) 5 b @ 3 B £}
Al Send - o] Web Pag ! "
Save & General D E Meeting ® Cstegonze Fallow Speming ot
Cloie K Delete M | e I
Actiar e Etions Fio
| LadtiGL/Fiestihdy: s test tast ca
et o pon Teleport
Lampany g | Juz testing
Depatment: 2 Cerificaton Autharity
lob e testcaBmyantel.net.nm
Filg ai ca, test = wow FaAANADONCS M.
Inter
d Emp ieseoemrpnicinet Mot
Display tedd ca Restea@emyantel netmm &
Web sage addre A AT BIRED, L -
1 address
ane nember
Busingiz.. Hem.
Basiness Fa... Mabu
ddrass
Business.., - This it the mailing acdyess
Postal code(Ull/State(Dk
Cotyig):
Stree (B}
Country/Region: =
=

4. Click on the Import button and choose your file in your computer. Locate the Digital
ID you just downloaded and click Open button. Click on Save and Close button.
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e d2 9 s s Yok Coract —
el

Contact Insert Format Text
| K save & New 83 851 mdacivties | BT (3] \,\v 4 Assign Task gﬂ’ I .= Y @ || ABG |‘,p|n
354 send - mp =] |—A_J Celtll’latesi Ey j ] Web Page L el w i et
Save & General Details E-mail Meeting  Call Business Picture Categorize Follow Spelling | Contact
Close #% Delete =L A Fiegs = £ Map Card - - up~ B - Nates
Actions Show Communicate Options Proofing | Onedote

Qutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,

Certificates [Digital IDs):
| tewt©otoutt |

If it is an existing contact, double click on your contact’s name from the Contacts list.

v Contacts - Microsoft Outlook - 82X
CEle Edt View Go Tools Adions Help
d g tew - a_:} x J;i.ﬁa' E:i v E; [} Searchacdress bonks + _@:E‘

Contacts # i 44 Contacts hia = tes ' Py |
IQ'!NI(deIm v ;I-CE;c.-.:-ﬁe-'et.oeugnle.}.ns.'..an.r.SearcE -
(MyContacs A . S : A ]}
| ] Contacs | Haingsuktin | | mirape | ot . ®

New Group hiaingsukhin nilaraye test-ca o

Current View ¥ Haingsuihin @myantel.net.mm niaraye Emyanmar, commm test-ca@mpimal.net.mm Gl

nizrayeEmyantelnat.om o

Add New Group i
Customize Current View... .
mn

op

..... .

o Wan st
3 et .

- W

5. Click the Certificate button #] and choose your file from the folder.
6. Locate the Digital ID you just downloaded and click Open button. Click on Save &
Close button.

2.5.1 Import Digital ID from Trust Center (Default Signing Messages)
When you finish your email setting you need to import Digital ID from Trust center;
1. Go to Menu bar click Tools Menu and scroll down to Trust Center tab.
2. And choose E-mail Security tab and mark all check box under Encrypted e-mail.
3. Click Settings button.
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Trusted Publishers
'u Y Encrypted e-mail

Add-ins
q_ Encrypt conterts and attachments for outgoing messages
Add digital signature to outgaing messages

~EmallSecutty —— Send clear text signed message when sending signed messages

Bequest S/MIME receipt for all S/MIME signed messages

Attachment Handlin |
FACHRENL s Default Setting: |-~ - ---- -

Automatic Download

Privacy Options

Lhgtal lUs {Lertihicates)
Macro Security

. Digital IDs or Certificates are doouments that allow you to prove your identity in eleclronic transactions,
Frogrammatic Access
[ Import/xport... | | Geta Digital ..

Read as Plain Text

E Read all :standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

[ Allow script in shared folders
[ anlow seript in Public Eoldars

4. If you see Change Security Settings wizard, then type display name in Security
Settings Name:. Mark both Default Security Setting for this cryptographic message
format and Default Security Setting for all cryptographic messages.

5. Click Choose button from Signing Certificate:

Change Security Settings 3('
Security Setting Preferences

Security Settings Name:

[ test 3 |

Cryptography Format: |S/MIME ~ |

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

| Security Labels... ] I New ]

Certificates and Algorithms

Signing Certificate: l |

Encayption Certificate: [ l | Choose... |

Send these certificates with signed messages

I ox ]| cancal |
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6. When you finished, click OK button.

Change Security Settings

Security Setting Preferences
Security Settings Name:
| test

Cryptography Eormat: |SMIME

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[searityLabels... | [ new ]

Certificates and Algorithms

Signing Certificate: | test | E_ghoose
Hash Algorithm: [SHAI o |

Encryption Certificate: [ test l [C"LT]
Encryption Algorithm: ' 3DES ~ |

Send these certificates with signed messages

2.5.2 Import Digital IDs/ Certificates (Proving Identity)

Digital IDs or Certificates are documents that allow you to prove your identity in electronic

transactions:

1. Click Import/Export button from Digital IDs (Certificates) under the E-mail Security

tab.

Trusted Publish
rusted Publishers Enciyphed & mall

Add-ins
Rﬁ Encrypt contents and att; for outgaing

Privacy Options Agdd digital signature to outgoing messages
PWM“ q Send clear text signed message when sending signed messages
| [#] Bequest S/MIME receipt for all S/MIME signed messages

Attachment Handling 1

Default Setting: |test | w
Automatic Download )
Digital IDs (Certificates)

Macro Security
X Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access

[ imporvExport... | [ Getapigitalin... |

Read as Plain Text

[#] Read all standard mail in plain text
[#] Read all gigitally signed mail in plain text

Script in Folders

[ afiow script in shared tolders
Allow saript in Public Folders
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2. Click Browse button from Import existing Digital ID from a file and choose our
certificate security information file from your locate file.

Locate Security Profile E|g|

Look in: ;tes{ v @-@ X _.l:}'

deRe{ent 1 giest
=~ Documents

(@ Desktop

aMy

‘—Jﬁoo.rne'l:s

 p
Computer

2 My Netwoek |
Plates

File reme: v

Files of e[Sty Informaton

3. Type certificate password in Password: text box and type digital ID name in Digital
ID Name: text box. Check again your password and digital ID then click OK button.

import/Export Digital ID X]

(®) Import existing Digital ID from a file

Import the Digital ID from the file to your computer. You must use the
password you entered while exporting the certificate to this file,

Import Eile: C:\Documents and Setnngsmdmmustraf

Password: ssssssssnses

Digital ID Name: |test

(O Export your Digital ID to a file

Export the Digital ID information into a file. Enter a password to help protect
this information.

L ok ][ cance |

4. If you see again Trust Center status. Please click OK button.
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3. Certificate Application
3.1 Signing Individual E-Mail

You can automatically sign all your outgoing E-mail using your Digital ID installed in your
browser or E-mail application. Signed E-mail allows an E-mail recipient to verify your identity.

To Sign an outgoing message:

1. Click New button from Standard menu.

( e Inial Untitled - Message (HTML) =8
s Me _‘e_—“’_ Optigns  Format Text L7
i M )
B, 1 -[Aw|EEE) : Y?El%?
< Eciziy H
Paste B I B A EEEEE Follow A4 Spelling
J iz alEsaEs gy
Clipboard & Basic Text Options i || Proofing
=
Subject: Ad
]

2=
2. Add recipient’s email address from Address Book Q button. And select contact (eg.
tectca@myantel.net. mm) you want to send, then double click that you select and click OK

Select Mames: Contacts g
Search: @ Mame only () More columns Address Book
Go Contacts - Adwvanced Find
| Mame Display Mame E-mail Address

& nilaraye

nilaraye @myantel.net.mm

tbest ca (testca @myantel.net.mm) testca @myantel.net

nilaraye@myantel.ne .

FIF

test ca (testca@myantel.net.mm)

i Ok i [ Cancel ]
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3. Inthe New Message window display again click on the Digital Sign message 'i--] button.
The signed icon is displayed in the upper right corner of the address pane indicates that the

message is signed.

e

/] 1A o8 5 o )5
Y inipininte

This Mail is Test Mail Only, - Message [HTML)

Me@ge Ir[ﬁj. 0@“‘
i 4 & et = v e e | e
__] 5 Calibri (Body) 1 |A A=
Paste y (B I U|¥-A-[EE

Fom&mﬂ
.Er.|¢-t 83 @l

E $ $| Address Check

Book Names
Clipboard Basic Text 7] Names
test ca (testca@myantel net.mm
This Mail is Test Mail Only. Dig

Include '

= YAV

Follow | Speiling
Up~
Option: ] Proohng

B
itally Sign Message

Hello ! Dear,
1 just testing with Signing E-mail.

Good luck, »_*

3.2 Signing All Outgoing E-Mail.
To Sign an outgoing message automatically:

1. Select the Tool menu and scroll to Trust Center.
2. Select the E-mail Security tab and Mark to Add digital signature to outgoing messages.

3. If you do not check this box, all outgoing message will not include sign symbol.

(To Get Digital ID, see 2.5)

Trusted Publishers

Attachment Handling

Default Setting: [-:2000n w

Digital IDs (Certificates)

Automatic Download

Macro Security
Digital IDs or Cerllhcates are documents that allow yo

Programmatic Access ;]
l Import/Export... iel a Digital ID... ]

Read as Plain Text

Raad all standard mail in plain taxt
[¥] Read all digitally signed mail in plain text

Script in Folders

1 Aptow seript in shared falders
Allow seript in Public Eolders

Encrypted e-mail
Add-ins
Privacy Cptions Q’Jj
- E-mall Security =i [»] Send clear fext signed message when sending signed messages

Request S/MIME receipt for all S/MIME signed messages

u to prove your identity in electronic transactions.

Conce
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3.3  Encrypting your E-mail
You can encrypt individual message or configure your e-mail security option to automatically
encrypt all me-mail messages to recipients who Digital IDs are store in your address book.

3.3.1 Encrypting Individual Messages
To encrypt an outgoing message:

S |
1. Inthe message window click on the Encrypt Message| = button.

l'."-: =} v s Untitled - Message (HTML) ==
- Message Insert Options Format Text L
&) 3235 ﬁ;{;] 0 = V’ 2" 44 ?
g 4 !
B u 5| iE £5| | Address Check e Follow - Spelling
J = Book MNames i Up~ =
Clipboard ™ Mames Include Options = || Proofing
This message has not been sent.
| &
=1 Encrypt
G
=
Subject:
=
A
=
hd

2. If you do not have recipient’s Digital 1D, you can’t send encrypted message.
3. Add the recipient’s Digital ID in your Contact and import recipient’s certificate in

your Contacts. (See — 2.4)

3.3.2 Encrypting All Outgoing E-Mail
You can automatically encrypt all your outgoing email:
1. Select the Tool button from Menu bar and scroll to Trust Center tab.
2. Select the E-mail Security tab and mark the Encrypt contents and attachments
for outgoing message.
3. If you mark this message, all your outgoing email will be encrypted.

B | B

Trust Center

Trusted Publish
rusted Publishers e

Add-ins
19‘_‘5_" Encrypt contents and attachments for outgoing messages
Privacy Options 3 i igital signature to outgoing messages

E-mail Security Send clear text signed when sending signed
Request 5/MIME receipt for all S/MIME signed messages

Attachment Handling . F = )
Default Setting: | test |z| E_Settings... |

Automatic Download
. Digital IDs (Certificates)
Macro Security
Digital 1Ds or Certificates are documents that allow you to prove your identity in electronic

Programmatic Access @l transactions.
[ import/Export.. | | Geta Digital ID... |

Read as Plain Text

I:l Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

I:l Allow script in shared folders
Allow script in Public Folders
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4. Things to know...

4.1 How to protect your Digital I1Ds
When private keys are stored on hardware tokens, smart cards, and other hardware devices that are
password- or PIN- protected, are sure to use a strong password or PIN. Never divulge your
password to others. You should not write your password down, but if you must, store it in a secure
location. Keep your password strong by following these rules:
1. Use eight or more characters
2. Mix uppercase and lowercase letters with numbers and special characters
3. Choose a password that is difficult to guess or hack, but that you can remember
without having to write it down
4. Do not use a correctly spelled word in any language, as these are subject to “dictionary
attacks” that can crack these password in minutes
5. Change your password on a regular basis. Contact your system administrator for
guidelines on choosing a strong password.
To protect private keys stored in P12 (Portable format for storing/transporting a user’s private keys
and certificates)/PFX (Personal Information Exchange) files, use a strong password and set your
password timeout options appropriately. If using a P12 file to store private keys that you use for
signing, set your password timeout option so that your password is always required (this is the
default behavior). If using your P12 file to store private keys that are used to decrypt documents,
ensure that there is a backup copy of your private key or P12 file so that you can continue to open
encrypted documents should you lose your keys.

4.2 What to do if a digital ID is Lost or Stolen...

If your digital ID was issued by a Certification Authority, immediately notify the
certificate authority and request the revocation of your certificate. You should also stop using your
private key.

4.3 Sharing Certificates with others

Your digital 1D includes a certificate that others require to validate your digital signature
and to encrypt documents for you. If you know that others will need your certificate, you can send
it in advance to avoid delays when exchanging secure documents. Businesses that use certificates to
identify participants in signing and secure workflows often store certificates on a directory server
that participants can search to expand their list of trusted identities. If you use a third-party security
method, you method, you usually don’t need to share your certificate with others. Third-party
providers may validate identities using other methods, or these validation methods may be
integrated with Acrobat. See the documentation for the third-party provider.

When you receive a certificate from someone, their name is add to your list of trusted
identities as a contact. Contacts are usually associated with one or more certificates and can be
edited, removed, or unassociated with another certificate. If your trust a contact, you can set your
trust setting to trust all digital signatures and certified documents created with their certificate.
You can also import certificates from a certificate store, such as the windows certificate store. A
certificate store may contain numerous certificates issued by different certification authorities.
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